
Major healthcare system optimizes 
clinical mobility for greater efficiency 

and patient care.

Fueled by a Citrix environment, leveraging single-
sign on technologies allows New Jersey-based
healthcare organization to eliminate session-
stealing and enhance productivity.



THE CHALLENGE
• Clinicians using single sign-on authentication 

for EMR access were experiencing extensive 

session-stealing issues on endpoints across the 

health system’s network.

• This posed threats to patient privacy, staff 
productivity, system efficiency and patient care.

The organization’s IT department was receiving 

multiple support tickets daily for session-

stealing. Clinicians would sign into Citrix on an 

endpoint using their badge and unknowingly 

take another clinician’s Citrix session. With 

one badge swipe, two clinicians were affected, 
and the wrong patient’s EMR would be on 

display from a different session. With these 
occurrences, the clinician’s work would be 

temporarily – and repeatedly – delayed.

From a patient care standpoint, clinicians were 

becoming increasingly frustrated. Efficiency was 
crippled, and patient data security was at risk. 

Clinicians needed to do their job without losing 

time from logging out and back in and trying to 

chase down how their session got stolen.

About the Client
New Jersey-based healthcare system with more than 800 concurrent users and nearly 30 locations. 

EXECUTIVE SUMMARY

A large healthcare system was facing a major 

productivity and privacy issue, as session-

stealing was regularly affecting clinicians’ 
ability to access patient records. Utilizing 

single sign-on technology, clinicians would 

use their badges to log into an endpoint, 

only to find the wrong patient’s information 
on the screen from another clinician’s active 

session. With one badge swipe, two clinicians 

were affected. Clinicians needed to do their 
job without losing time from logging out and 

back in and trying to chase down how their 

session got stolen. Frustration increased and 

efficiency tanked as the organization’s IT team 
struggled to find a solution.

A2U helped the organization resolve the issue 

by adjusting Imprivata settings and creating a 

new StoreFront site specifically for single sign-
on logins. With the extra StoreFront, engineers 

were able to separate single sign-on users 

from those who authenticate manually. The 

reconfiguration was engineered not only help 
fix the session-stealing issue but also to allow 
the application to work more quickly. Clinicians 

were relieved to have their specific patient 
care information instantly accessible with 

single sign-on access and fast user switching. 

The organization was extremely pleased with 

the solution, which increased ease of use and 

afforded significant time savings.



THE SOLUTION
Clinicians and other staff are enabled to tap 
in with a proximity badge and enter a single 

password at the start of a shift. Thereafter, 

they can simply “tap in” and “tap out” of various 

workstations without tediously reentering a 

password.

The ease of use and time savings are substantial 

and have been further enhanced for clinical staff 
by integrating the following technologies:

• Citrix ADC

• Imprivata OneSign

• Citrix Virtual Apps and Desktops

Prior to this issue, A2U had worked with the 

healthcare system to upgrade their Citrix 

infrastructure from 6.5 to 7.15L LTSR.  A2U had 

also helped upgrade the firmware on their Citrix 
ADC appliance to newer versions and build 

another Citrix site that’s integrated with RSA.

The organization reached out to A2U with the 

session-stealing issue, aware of the problem 

but unable to find a solution. A2U specialists 
scoped to gain visibility using the tools within 

Citrix Virtual Apps and Desktops. Once 

workflow issues were ruled out, A2U engineers 
suggested creating a new StoreFront site 

strictly for Imprivata OneSign logins, including 

clinicians badging in and out. Making changes 

to Imprivata’s user policy settings was another 

suggestion.

Working with the organization’s IT team, 

A2U implemented and tested these changes. 

By creating the extra StoreFront, engineers 

were able to separate single sign-on users 

from those who authenticate manually with 

username and password. The software pieces 

that were selected in Imprivata also weren’t 

to specifications. The reconfiguration was 
engineered not only help fix the session-stealing 
issue but also to allow the application to work 

more quickly. 
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Better patient care

Improved security

Enhanced productivity; 
increased efficiency

THE RESULTS
Within a week, the solution was in place and 

successfully resolved the session-stealing issue. 

The organization’s IT team was extremely 

pleased with the correct implementation of the 

Imprivata OneSign software. Support tickets 

for session-stealing were eliminated, as users 

were able to remain logged into a system 

while another person’s session was still active. 

Clinicians were relieved to have their specific 
patient care information instantly accessible 

with single sign-on access and fast user 

switching. The ability to roam a session across 

rooms and floors – without session-stealing – 
increased clinician productivity and enhanced 

patient care.

IT leaders at the organization were especially 

pleased to have the extra StoreFront and its 

configuration of two different workflows: 
one for badging in and one for manual 

authentication. They further commented that 

future troubleshooting would be much faster 

with the ability to focus on one store for issues. 


